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THE EXPERTS

What are some of the top things small 
businesses should know about data 
privacy?

Paul Perry: No matter how much 
of the IT function is outsourced, the 
responsibility of data privacy will always 
be with the small business as it relates to 
its employees and customers. A business 
should do its due diligence in selecting 
the right vendors. While following – 
or adopting – nationally recognized 
standards and methodologies such as 
COBIT, NIST, etc., is important, it can get 
overwhelming and costly. Selecting the 
controls that are most relevant to the data 
that is held, and making sure network 
and application security is addressed, 
is more important. Security awareness 
training, strong passwords, constant 
monitoring of traffic and frequent backups 
are a few quick controls any organization 
can implement to improve data privacy 
practices.

Charles Barley Jr.: Data privacy is first 
about transparency and accountability. 
Define what you plan to do relative to 
personally identifiable information via 
privacy policies and procedures, then 
in short do what you’ve stated Limit 
the collection, use and disclosure of 
personally identifiable information (PII) 
to what’s fundamental to the mission-
critical operations. Develop an inventory 
of business processes, key applications 
and supporting systems where PII is 
processed, transmitted and stored. Limit 
internal and external third party access 
to PII to those individuals who have a 
functional responsibility to use such 
sensitive information. Define data privacy 
vendor management practices and an 
internal role to monitor which third party 
organizations are relied upon. And ensure 

that the organization has identified an 
individual who has the responsibility to 
define and maintain the internal data 
privacy program

Brandon Robinson: Businesses should 
understand that data privacy is as much 
about business practices and procedures, 
if not more so, than about infrastructure 
investment. Data breaches and privacy 
violations typically occur because of 
human error. As I like to tell clients, it 
doesn’t matter how high you build the 
castle walls if your employees or vendors 
are opening the door and letting people 
in. However, the right preparation on the 
front end – including the right policies, 
procedures, contractual protections and 
employee training – can go a long way in 
helping mitigate any risk you might face. A 
second but similar point is the importance 
of privacy-by-design, a popular industry 
term for simply thinking about customer 
privacy and data on the front end as you 
design your products, services, business 
models, etc., as opposed to reacting on 
the backend as you stare down the face 
of a data breach notification deadline 
or potential lawsuit. I would caution 
U.S. businesses to pay attention to the 
European Union’s GDPR, which recently 
went into effect in May. It is incredibly 
comprehensive and stringent by most U.S. 
standards, and its scope and jurisdiction 
can pull in even some U.S. businesses that 
do not directly serve European consumers, 
depending on those businesses’ online 
marketing and monitoring behaviors. 
Finally, California’s new Consumer Privacy 
Act, enacted on June 28 and effective Jan. 
1, 2020, is being compared to GDPR for 
its expansive scope and comprehensive 
set of rights that consumers can demand 
of businesses.

Alabama recently passed a data breach 
notification act. What implications does 
that new law have for businesses?

Barley: Businesses now need to 
define data breach notification and 
response processes if such information 
security measures aren’t already in place. 
If companies confirm that a realized 
information security incident or breach 
occurs, written notification must be 
provided to the affected individuals within 
45 days. If more than 1,000 Alabama 
residents are impacted, the companies 
must notify the Alabama Attorney 
General. Doing nothing or saying nothing 
is no longer allowed

Robinson: Alabama was the last U.S. 
state to pass a data breach notification 
statute, barely edged out by South 
Dakota, whose passage preceded 
Alabama’s by about a week. As a result, 
even otherwise unregulated businesses 
that serve only Alabama residents will 
need to think about preparing for a 
potential breach, and understanding the 
notification obligations that could apply. 
Specifically, if an entity covered under 
the statute determines, or reasonably 
believes, that a security breach has 
occurred and is reasonably likely to cause 
substantial harm, it must notify affected 
individuals within 45 days. Third parties 
handling data on behalf of such entities 
must notify those entities within 10 days 
following their determination of a breach. 
The Sensitive Personally Identifiable 
Information subject to a security breach 
is the typical set of information: social-
security number or tax ID, driver’s license, 
financial account number and credits/
debit card numbers, medical history, 
health insurance identifiers, or even a user 

name or email address. If the affected 
individuals exceed 1,000, the entity 
must notify the Attorney General. If the 
notice is required to more than 1,000 
individuals at a single time, it shall also 
notify consumer reporting agencies. The 
statute has requirements on the format 
and content of the notice. Substitute 
notice in lieu of individual notices – i.e., 
by newspaper, website – may be allowed 
if direct notice would cause excessive 
cost relative to the entity’s resources, if 
the affected individuals exceed 100,000 
persons, or if there is a lack of sufficient 
contact information for the required 
individual to be notified. Costs are 
deemed excessive automatically if they 
exceed $500,000. There is no private 
cause of action, but the Attorney General 
has authority to bring penalties of up 
to $2,000 a day per breach for entities 
knowingly violating these provisions. In 
addition, a covered entity violating these 
provisions can also be liable for up to 
$5,000 per day for each day it fails to 
take reasonable action to comply with the 
notification provisions.

Perry: The law requires a number 
of safety measures for companies 
to implement to help protect the 
organization from – or respond 
appropriately to – a breach. These include 
periodically updated risk assessments, 
implemented technology controls, 
governance over information security, 
periodic review of technology controls 
protecting data and open communication 
between boards, management and 
IT. Failure to adhere to or properly 
notify individuals about a breach could 
have steep monetary penalties. All 
organizations, to different degrees, will 
experience a breach event, and how you 
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respond to that event is just as important 
as how you protect the information and 
data you hold.

What is GDPR (General Data 
Protection Regulation) and how can it 
affect businesses?

Robinson: The GDPR is a 
comprehensive privacy regulation 
enacted by the European Union, to be 
enforced and interpreted by the various 
data-protection authorities in its member 
states. It outlines various rights of 
European Union citizens whose personal 
data is being processed by businesses 
while they are located in the European 
Union. Even U.S. businesses without 
European locations can be subject to 
GDPR’s jurisdiction if they offer goods 
and services to data subjects in the Union, 
even without payment; or they monitor 
the behavior of European data subjects 
that takes place within the European 
Union. Processing is expansively defined 
to include almost any conceivable activity 
with personal data. Similarly, personal 
data is expansively defined beyond the 
expected data elements to also include 
elements such as ID numbers, location 
data and online identifiers, which could 
mean IP addresses, cookies, tags, GPS 
location data, etc. Businesses that find 
themselves subject to the GDPR will 
need to assess their privacy practices 
and capabilities to determine their ability 

to comply, and whether changes need 
to be made. As the GDPR is about more 
than just consent, compliance can often 
mean more than simply 
updating one’s privacy 
policy, but also developing 
or confirming their 
capability to handle certain 
requests by data subjects 
with respect to their data. 
For example, notifying 
the subject of the data 
you have, deleting it upon 
request, providing the data 
to another business upon 
request, etc. Businesses 
may also be required to 
enter into new contracts 
called “data processing agreements” 
with their vendors, who may process the 
data on your behalf. Such contracts must 
ensure sufficient guarantees that GDPR 
requirements will be met.

Perry: GDPR gives the ultimate control 
of personal information to EU citizens. It 
establishes a very strict set of standards 
that companies that work with or interact 
with EU citizens must adhere to when 
collecting data on users, clients, customers 
and employees. It also provides a means 
for consumers to be forgotten by having 
their data that is no longer being used 
for business purposes removed if they 
request. These standards will affect 
all companies in the U.S. that have a 

website that collects, stores or uses data 
through cookies that could potentially be 
seen or visited by a consumer in the EU. 

Companies in the U.S. need 
to be paying attention to 
the California Consumer 
Privacy Act of 2018, which 
was approved by the State 
Assembly and Senate. This 
law, which goes into effect 
in 2020, is the closest 
regulation in the U.S. to 
GDPR, and it could quickly 
spread to other states. Most 
regulations are established 
to protect the consumers 
and users within that 
respective state or country, 

no matter where the business that the 
consumers are using is domiciled.

Barley: The GDPR was defined to 
put the rights of data privacy back into 
the hands of EU residents. If companies 
collect, use or disclose EU residents PII, 
organizations must define an effective 
data privacy program that aligns with the 
expectation defined within GDPR. If the 
GDPR requirements are not implemented, 
organizations can suffer a substantial fine 
up to 4 percent of their global revenue.

What are some of the potential pitfalls 
for not complying with GDPR?

Perry: Among the pitfalls of any data 
protection law or regulation is a fine for 

noncompliance or failure to communicate 
a breach in a timely and appropriate 
manner. Noncompliance can also cause 
reputational damage, especially if the 
offense is repeated in the future or is in 
the news. GDPR is a landmark for U.S. 
businesses because the power and control 
over data is being given back to citizens 
and consumers, which requires greater 
costs and preparation time for businesses 
than in the past.

Barley: Common pitfalls include making 
data privacy and GDPR an IT-only issue. 
Data privacy is an enterprise business 
issue, where organizations must decide 
what information they need to collect and 
use to accomplish their mission-critical 
objectives. Organizations utilize third 
parties to process and collect PII, but they 
never ensure such third parties are also 
complying with GDPR through effective 
Data Privacy Vendor Management 
practices. Organizations do not establish 
appropriate roles and responsibilities such 
as a data privacy officer with the requisite 
knowledge, to define and maintain a 
data-privacy program that aligns with the 
expectations of GDPR. And companies fail 
to define their privacy posture through a 
data privacy policy

Robinson: The penalties are incredibly 
steep. Organizations in breach of GDPR 
can be fined up to 4 percent of annual 
global turnover, or 20 million euros, 
whichever is greater, and that could be 
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crippling. For small businesses in the U.S. 
still wrestling with GDPR applicability and 
compliance, it may be helpful to know 
that the European Union thus far seems 
to be taking a risk-based approach, going 
after large global companies with large 
fines. Technically, however, organizations 
subject to GDPR should have been in 
compliance since May 25.

How can companies make sure they are 
in compliance, not only with GDPR, but 
also other data privacy laws?

Barley: Catalogue the business 
processes and systems that store PII. 
Conduct an assessment to identify 
the applicable laws. Conduct a GAP 
assessment to identify improvement 
opportunities and develop a remediation 
roadmap. Monitor and enforce the data 
privacy program

Robinson: First, companies need to 
understand what data they have. Take 
an inventory of all the data you have that 
could possibly be linked to or associated 
with an individual. Understand where it 
is, how and for what purposes is it used, 
who has access and for how long and for 
what purposes, how and with whom is it 
shared, etc. You must first know where 
you are before you can understand where 
you need to be and how to get there. 
Then, work closely with legal and privacy 
professionals to determine which laws 
apply to your business, to assess your 

compliance, and to develop a compliance 
strategy. This strategy may include 
updating some privacy policies; entering 
into or amending contracts; 
integrating processes and 
restrictions into IT and 
marketing systems; and 
developing an integrated 
system team to develop 
a comprehensive incident 
response plan. It all depends 
on your business and your 
compliance needs.

Perry: All data privacy 
laws – like the ones 
throughout the 50 states 
– and regulations – like 
GDPR – have two common 
compliance themes: security 
measures and breach 
notification requirements. 
Protecting data and 
responding to events or 
breaches are both important goals for 
an organization. Many who set industry 
standards believe that a tenet of doing 
business in cyberspace is that companies 
should be able to demonstrate that the 
ability to respond to an event in a timely 
and appropriate way) is just as important 
as working to protect the data in the 
first place. Security measures usually 
require some standard IT controls, such as 
established data protection governance, 
updated risk assessments, IT controls 

and effectiveness, and communication 
between IT and management/boards of 
directors to be in place. These measures 

and requirements can 
vary from state to state or 
internationally.

What types of companies 
or partners can help 
businesses address data 
privacy?

Robinson: Privacy and 
cybersecurity consultants 
are a rapidly growing 
cottage industry thanks 
to the enactment and 
expansion of privacy 
laws. Human resources, 
marketing/communications, 
and IT can also play an 
important role. Experienced 
legal counsel is also crucial, 
not only for assessing and 

advising on legal compliance and the 
interactions with various data privacy 
laws, but also helping to implement 
compliance and develop the rights tools 
to achieve compliance in a way that 
makes sense for your business. This 
includes the review and development of 
company policies and procedures, review 
and negotiation of vendor contracts, 
assessment of cyber and other insurance 
policies, responses to a potential data 
breach, and more. Responding to a data 

breach also highlights the importance 
of both legal and technical specialists. 
Once a business has reason to believe a 
potential data breach has occurred, it is 
important to reach out immediately to 
counsel. Forensic investigators can also 
be important in the wake of a data breach 
in order to investigate the root cause, 
preserve forensic evidence, and restore 
operations to get the business back up 
and running.   

Perry: Organizations that specialize 
in the review and assessment of current 
practices compared to industry regulations 
and standards – IT consulting firms, CPA 
firms, etc. – can be beneficial partners for 
organizations. These assessments can help 
organizations identify on a regular basis 
their current gaps and risks, and how to 
remediate those issues with leading best 
practices. Collaborating with credentialed 
individuals who are knowledgeable 
concerning information systems and 
security can provide up-to-date guidance 
and best practices to an organization. 

Barley: Qualified professional services 
and consulting firms like RSM and law 
firms can assist organizations with 
identifying regulatory privacy expectations 
and defining an effective data privacy 
posture

How expensive can a data breach be 
for businesses or employers?

Perry: The cost of a data breach 

ADVERTISING SUPPLEMENT

“The cost 
associated 
with data 
breaches 

depends on the 
applicable laws 

and number 
of affected 

individuals.” 
-Charles Barley Jr.



JULY 27, 2018 19

ADVERTISING SUPPLEMENT

or event will be both monetary and 
reputational. The monetary cost will 
always be larger than initially expected, 
and could include the cost for protecting 
the data, informing individuals of 
the breach, providing assistance and 
monitoring to those affected, and fines, 
should a company not have security 
measures in place or not report the event 
in a timely manner. Reports are showing 
an increase in total costs for cybersecurity, 
with more than $6 trillion by 2020 being 
spent to protect and respond to events. 
Once an event occurs, the reputational 
cost to an organization can be damaging 
if proper controls were not in place or 
if proper procedures were not set up to 
respond to the incident. Responsibility for 
protection and response – no matter the 
effected party – is vital for businesses. 
You can outsource processes to others, 
but you can never outsource the 
responsibility. 

Barley: The cost associated with data 
breaches depends on the applicable laws 
and number of affected individuals.

Robinson: It can be very expensive. 
A study conducted by the Ponemon 
Institute and sponsored by IBM found 
that the 2017 per capita cost in the U.S. 
was $225, with the four-year average 
from 2014 to 2017 being $216. This 
per-capita cost was measured as the total 
cost of a data breach divided by the size of 
the data breach, i.e., the number of lost or 
stolen records. Thus, at the average 2017 
per-capita U.S. cost, the unauthorized 
disclosure of only three records each of 
merely 1,000 customers – the minimum 
customer threshold for Attorney General 
notification under the new Alabama law – 
could cost $675,000 on average.

How can a company defend against 
a data breach? How important is 
cybersecurity?

Barley: Data privacy and information 
security are two separate but related risks 
to – and roles within – an organization. 
Data privacy is a business issue that goes 
to the core of what PII must be collected 
and used. Information security is a 
technical issue that requires organizations 
to define and implement policies, 
processes, technical controls and solutions 
to protect confidential information from 
unauthorized access, use or disclosure

Robinson: Of course, businesses should 
have proper technical security safeguards 
in place, such as firewalls and password 
protection. And no one can be completely 
safe from hackers, especially considering 
that the NSA itself experienced a data 
breach last October. However, the best 
defense is being well prepared. Take 
inventory of your data. Limit access and 
require approvals before sharing. Develop 
and also socialize the proper policies 
and procedures for protecting sensitive 
information. Train your employees on your 
policies and procedures. They need to be 
shared with employees and not just sitting 
on a shelf or an internal website. Conduct 
exercises on how to spot phishing emails 
and other social-engineering tools. 

Develop a cross-functional team to 
develop a plan for how to respond when 
a data breach occurs. Often, these non-
technical steps can go the longest way in 
mitigating risk.  

Perry: Businesses should have a 
proactive and up-to-date IT environment, 
including governance and 
strategy, management 
of vendors and changes 
to the system, solid 
system and application 
controls, and data and 
incident management 
controls. These controls 
can follow those set 
forth by standard setters 
such as AICPA with SOC 
2® Criteria, ISACA with 
COBIT5 Methodology, 
or NIST Standards). 
Protecting the data and 
responding to breaches 
should have solid controls 
and practices in place. 
Employee awareness of 
security and technology 
should be regularly 
prioritized to make sure 
everyone is up to date 
with latest trends, threats 
and protection methods.  

What should businesses do when a 
data breach occurs? How can they reduce 
their liability and potential costs?

Robinson: Hopefully, they will have 
formed a data response team that 
is trained and prepared to respond 
according to a pre-developed plan for 
incident response. One of the first steps 
in that plan should be to reach out to 
legal counsel, who can take measures to 
protect the ensuing investigations and 
communications under the attorney work 
product doctrine and attorney-client 
privilege. He or she can also retain the 
forensic investigators who can quickly 
determine the root cause of the breach, 
the extent of damage/loss, preserve 
a record of the evidence, and restore 
business operations if needed. Then 
the team should immediately begin 
assessing the information lost against 
their notification obligations under any 
applicable state, federal or industry-
specific laws or regulations. The company 
should also assess its cyber or other 
insurance policies as well as contracts 
with third parties to understand any 
contractual notification requirements. It 
can then begin crafting and delivering the 
right notification messages to the right 
audiences to meet these deadlines.   

Perry: If a breach occurs, getting legal 
assistance and advice is a priority. These 
professionals can assist with the stages 
of discovery, response and remediation 
for the business. Cyber liability insurance 
is a growing trend for businesses, but 
caution should be used when establishing 
or maintaining a policy to make sure 
the security measures required by the 
policy are in place to help with as much 
protection of the data as possible. Having 

a solid, proactive IT environment with 
specific IT controls can also help mitigate 
any liability or threat to the business.

Barley: Businesses should promptly 
work to identify, detect, respond and 
recover from a data breach. Additionally, 
companies should alert the impacted 

individuals and implement 
remediation measures to 
prevent breaches from 
occurring in the future

What are some 
proactive steps 
companies can take to 
reduce the threat of data 
breaches or violations of 
data privacy laws?

Perry: Along with solid 
information technology 
controls around a 
framework, employee 
awareness of threats and 
remediation efforts can go 
a long way in protecting 
both the organization and 
the employee. Constant 
security awareness 
training that is tracked 
and updated for new 
threats is a great deterrent 
to security breaches 

and potential cybersecurity events. In a 
recent Verizon survey on data breaches, 
70 percent of all breaches and events 

occur from human error in dealing with 
common technology avenues, including 
emails, internet browsing and social 
media. Human interaction is a weak link 
when it comes to security issues, and 
constant training on these issues helps 
raise awareness when dealing with data 
protection. 

Barley: Companies should limit their use 
of personal information to what’s required, 
define a privacy and information security 
program, monitor the effectiveness of the 
program, and continually improve it as the 
organization’s processes and technology 
evolves

Robinson: Companies should form 
a cross-functional team to assess its 
inventory of customer data and how it is 
processed, stored, handled and shared. It 
should work with legal counsel to identify 
the applicable laws and regulations, and 
develop a compliance plan well before 
an incident occurs. It should develop 
policies and procedures that address 
the proper handling of such data, and 
educate employees on these policies and 
procedures. It should further educate 
employees on how to spot phishing 
and other social engineering in order 
to reduce the probably of opening the 
castle doors. And when an incident does 
occur, it should take immediate measures 
to protect itself legally while working 
quickly to meet any applicable notification 
obligations.

“Employee 
awareness of 
security and 
technology 
should be 
regularly 

prioritized 
to make sure 

everyone is up to 
date with latest 
trends, threats 
and protection 

methods.”
-Paul Perry
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