
Defense Information and Cyber Incident Reporting 
requires you to take immediate action and report 
any control deficiencies. DFARs compliance is being 
strictly enforced. 

Although the deadline to take steps towards 
compliance was December 31, 2017, many still need 
assistance or do not know where to begin. Non-
compliance can lead to a variety of penalties ranging 
from fee reduction to loss of contracts. Even a sub-

In today’s competitive landscape, government 
contractors cannot risk losing existing or potential 
contracts. Sadly, this could be a reality for many 
businesses who could not comply with DFARS 
in 2017. Warren Averett Technology Group is 
uniquely equipped to assist you in completing and 
maintaining your DFARS compliancy, leaving you 
free to focus on what you do best…support the 
warfighter. 

DFARS OVERVIEW
Due to an increase of cyber-attacks compromising 
sensitive data recently, The Department of Defense 
issued a ruling that requires defense contractors and 
subcontractors to comply with cybersecurity and 
protection of Covered Defense Information (CDI). 
This DFARS (Defense Federal Acquisition Regulation 
Supplement) Final Ruling on Safeguarding Covered 
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contractor to a primary government contractor can 
be liable for cyber incidents. With the prevalence of 
cyber-attacks, it’s not a question of whether or not 
you’ll be targeted, the question is when. The cost 
of being proactive is far less than the cost of the 
penalties and remediation.

You are now required to implement and assess 
security requirement on a routine basis to 
demonstrate the sufficient measures set in place to 
safeguard CDI against cyber-attacks by identifying 
vulnerabilities, detecting breaches and reporting 
cyber-related intrusions. This requires more than 
just a one-and-done solution, but rather a solution 
that provides assurance that your business remains 
compliant. The regulations also state that if you’re 
using a cloud-based technology provider, that 
provider must also have equivalent security controls 
in place. 

WHAT YOU CAN DO
Warren Averett Technology Group offers several 
options to help your business meet these 
requirements based on your specific needs. Our 
professionals can meet with you to provide an 
assessment and solution options, including:

 1 Technology purchase and  
implementation;

2 Technical and physical safeguard 
administration/training;

3 Hosted services through our state-of-the-
art data center (compliant to NIST 800-53 
Moderate Baseline);

4 Routine vulnerability and penetration testing to 
ensure ongoing compliance;

5 Backup / data recovery consulting and support; 
and 

6 Outsourced technology solutions – from 
overall system management to helpdesk and 
everything in between. 

BUSINESS SOFTWARE
• Accounting and Financial Reporting

• Human Resources and Payroll Solutions

• ERP and Supply Chain Management

• Custom Development and Integration 

TECHNOLOGY SERVICES
• Enterprise Hosted Environment

• Business Continuity and Disaster Recovery

• Network Engineering and System Management

• Secure Email & Mobility Solutions

• Security, Risk and Threat Management

TECHNOLOGY CONSULTING 
• Software Evaluation and Selection

• Technology Review and Assessment

• Industry Specific Compliance Assessments

• Strategic IT Planning & Budgeting

• Incidence Response and Continuity Planning

If you need assistance in any of these areas, Warren 
Averett Technology Group can help you every step 
of the way to become DFARS compliant. For more 
information on how we can help your business, visit 
ww.watechgroup.com.
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